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Agenda Agenda 

Identity Theft Identity Theft –– America’s fastest growing America’s fastest growing 
type of robberytype of robbery

Consumers lost $50 billion last yearConsumers lost $50 billion last year
Estimated 9.9 million victims in AmericaEstimated 9.9 million victims in America

What is it?What is it?
What information is stolen?What information is stolen?
Types of identity theftTypes of identity theft
How they obtain your informationHow they obtain your information
How you can protect yourselfHow you can protect yourself
What to do if you’re a victimWhat to do if you’re a victim



What is Identity TheftWhat is Identity Theft

Thieves steal personal information about Thieves steal personal information about 
youyou
Spend money as fast as they canSpend money as fast as they can
Move on to impersonate someone elseMove on to impersonate someone else



Personal InformationPersonal Information

What do the thieves want?What do the thieves want?
Your name, address and date of birthYour name, address and date of birth
Social Security numberSocial Security number
Driver’s License numberDriver’s License number
Credit Card numbersCredit Card numbers
ATM cardsATM cards
Telephone calling cardsTelephone calling cards



Personal InformationPersonal Information
Where do they get it?Where do they get it?

Credit cardsCredit cards
Driver’s LicensesDriver’s Licenses
PrePre--approved credit offersapproved credit offers
Investment reportsInvestment reports
Insurance statementsInsurance statements
Benefit documentsBenefit documents
Tax informationTax information
Personal checksPersonal checks



Types of Identity TheftTypes of Identity Theft

Account TakeoverAccount Takeover
Thief obtains your existing credit account informationThief obtains your existing credit account information
Purchases items or services using the actual credit Purchases items or services using the actual credit 
card or the account number and expiration datecard or the account number and expiration date

Application FraudApplication Fraud
Thief uses your SSN and other personal info to open Thief uses your SSN and other personal info to open 
newnew accounts in your nameaccounts in your name
Monthly statements mailed to a different addressMonthly statements mailed to a different address



How Do They Get Your Identity?How Do They Get Your Identity?

The oldThe old--fashioned wayfashioned way
Stealing wallets and pursesStealing wallets and purses

New sophisticated waysNew sophisticated ways
“Dumpster diving”“Dumpster diving”
Stealing mail from mailboxesStealing mail from mailboxes
Accessing your credit report fraudulentlyAccessing your credit report fraudulently
“Shoulder surfing” at ATM’s and phone booths“Shoulder surfing” at ATM’s and phone booths
Looking at Internet sources, public records sites and Looking at Internet sources, public records sites and 
feefee--based information broker sitesbased information broker sites



Dumpster Diving: Trash or Dumpster Diving: Trash or 
TreasureTreasure

What’s in Your Trash?What’s in Your Trash?
PrePre--approved credit card offersapproved credit card offers –– they complete the they complete the 
application and have card sent to them at another application and have card sent to them at another 
addressaddress
Loan applications Loan applications –– theythey complete the application and complete the application and 
have money sent to a phony addresshave money sent to a phony address
Bank statementsBank statements –– they now have your bank account they now have your bank account 
numbers. They create bogus checksnumbers. They create bogus checks
ChecksChecks –– They create duplicate bogus checksThey create duplicate bogus checks



ATM Fraud SchemeATM Fraud Scheme

Plastic strip placed into card insertPlastic strip placed into card insert
Machine cannot read the cardMachine cannot read the card
Machine continuously asks for PINMachine continuously asks for PIN

Thief nearby watches PIN being entered Thief nearby watches PIN being entered 
over and overover and over
Victim thinks ATM is broken and has the Victim thinks ATM is broken and has the 
cardcard
Thief removes card and enters PINThief removes card and enters PIN



IRS Tax Form ScamIRS Tax Form Scam
“IRS form” received from your bank, requesting “IRS form” received from your bank, requesting 
sensitive informationsensitive information

SSNSSN
DOBDOB
Bank account numbersBank account numbers
PIN numbersPIN numbers

Form is similar to real IRS formsForm is similar to real IRS forms
Created and sent by an identity thiefCreated and sent by an identity thief
Once faxed to the number provided, thief has Once faxed to the number provided, thief has 
info to clean out your bank accountsinfo to clean out your bank accounts



Dear Customer,

We are currently updating our resident, non-resident alien and citizensÕ records. This is to enable us to
detect persons exempted from the United States reporting and withholding tax on interest paid to you
on your bank account and other financial dealings. To adequately protect such exemptions from
paying tax on statutorily, we arc required to update our records to enable you recertify your exemption
status. To complete this exercise in time, you arc required to complete the attached Form W-9095 and
return same to us as soon as possible through the Fax number 1-914-470-9245.

United States citizens or resident aliens should also fill the form, indicating "U.S. Citizen/Resident"
on the form and return same to us. We will on receipt, re-classify such category of customers. In
completing the attached form, you arc advised to follow the steps below:

i) If you are a non-resident alien, indicate the name of your country to support your non-resident
status.

ii) U.S. Citizens and other resident aliens must indicate their permanent residential address in the
U. S. This is to enable us mail further documents regarding their status.

iii) If any signatory/ies to the account have acquired U.S. resident status after the opening of me
account, please indicate same in the form.

iv) In case of joint signatories, all such persons or holders must sign and date the form separately
and fax same to the fax number indicated above.

All completed form W-9095 should be returned to us within Seven (7) days of receipt of this letter to
help us update your records immediately. Please remember that if your account or financial dealings
are not recertified early enough, it will be subject to U.S. reporting and withholding tax. If this is
applied, we ore required to withhold 31 of all interest paid to you. We appreciate your timely co-
operation to help us protect your exemption status and accurately update our records.

Yours sincerely,

Monique Meeuws





Department Store ScamDepartment Store Scam

Purchase made using a credit cardPurchase made using a credit card
Phone next to register ringsPhone next to register rings
Caller is “store security” Caller is “store security” –– says you are a says you are a 
suspect in a credit card fraudsuspect in a credit card fraud

Needs clerk to verify credit card informationNeeds clerk to verify credit card information
May ask clerk to get address and SSNMay ask clerk to get address and SSN

Call came from thief on a cell phone Call came from thief on a cell phone 
watching nearbywatching nearby



Check Washing/Counterfeit ChecksCheck Washing/Counterfeit Checks

Thief steals outgoing bill payments from your Thief steals outgoing bill payments from your 
mailboxmailbox

Check is changed (washed) using combination of Check is changed (washed) using combination of 
household productshousehold products
Changes payee and/or amountChanges payee and/or amount

Counterfeiting a check is easyCounterfeiting a check is easy
Thief uses a software program, blank check stock and Thief uses a software program, blank check stock and 
a printera printer
Creates checks and writes them in any amountCreates checks and writes them in any amount
Information is provided from your stolen checkInformation is provided from your stolen check



Counterfeit Checks

Counterfeiting bank checksCounterfeiting bank checks

Thief uses same tools Thief uses same tools -- computer program computer program 
and blank check stock to create fake bank and blank check stock to create fake bank 
checkschecks
Locates item being offered for sale Locates item being offered for sale -- either either 
online or in a publicationonline or in a publication

Offers to buy, sends check for substantially Offers to buy, sends check for substantially 
more than agreedmore than agreed--upon priceupon price



Counterfeit Checks

Consumer deposits the fake checkConsumer deposits the fake check
Bank can’t tell if it’s fake Bank can’t tell if it’s fake -- it’s made to look it’s made to look 
like another bank check, after alllike another bank check, after all

Bank which “issued” check will eventually Bank which “issued” check will eventually 
identify the check as fake, and will not identify the check as fake, and will not 
paypay
Consumer has to reimburse his/her bank Consumer has to reimburse his/her bank 
the entire amount of the checkthe entire amount of the check



A Counterfeit CheckA Counterfeit Check



Skimming ScamSkimming Scam
Waiter in a restaurant takes your credit or Waiter in a restaurant takes your credit or 
debit card at the end of the mealdebit card at the end of the meal

Uses a small handUses a small hand--held electronic device held electronic device 
(called a “skimmer”) to swipe your card(called a “skimmer”) to swipe your card
Only takes a secondOnly takes a second
Your card information is stored in the Your card information is stored in the 
skimmerskimmer

Thief makes counterfeit card, or makes Thief makes counterfeit card, or makes 
purchases over the phone or Internetpurchases over the phone or Internet



On-Line Fraud-ID Theft

Unlike the frauds and thefts we have Unlike the frauds and thefts we have 
been discussing, these take place entirely been discussing, these take place entirely 
via computervia computer
“Crackers,” viruses, spyware, “Crackers,” viruses, spyware, ““pphishing,” hishing,” 
“pharming”“pharming”are threatsare threats
All can result in identity theftAll can result in identity theft



“Crackers”

Other computer users who try to gain Other computer users who try to gain 
access to your hard drive remotely over access to your hard drive remotely over 
the internetthe internet
Passwords, encryption, a firewall, use of Passwords, encryption, a firewall, use of 
a dynamic IP address can make their a dynamic IP address can make their 
lives more difficultlives more difficult



Viruses and Worms

Malicious programs that are installed Malicious programs that are installed 
without your knowledge or permissionwithout your knowledge or permission
May be part of or enclosed in an emailMay be part of or enclosed in an email

Once installed, may replicate and propagate Once installed, may replicate and propagate 
themselves using your computerthemselves using your computer

Perform unwanted acts Perform unwanted acts -- affect stored affect stored 
data, may record keystrokes and “phone data, may record keystrokes and “phone 
home” or otherwise steal sensitive datahome” or otherwise steal sensitive data



Spyware

A program which records your activities A program which records your activities 
on your computer and “phones home.”on your computer and “phones home.”
May be relatively benign, or may become May be relatively benign, or may become 
a threat by collecting and transmitting a threat by collecting and transmitting 
sensitive datasensitive data
Sometimes the spying is disclosed, often Sometimes the spying is disclosed, often 
it is not.  Read the EULA.it is not.  Read the EULA.



““PhishingPhishing” Scam” Scam

You get an email that looks like it comes You get an email that looks like it comes 
from your bank, credit card company, etc.from your bank, credit card company, etc.
Asking you to “update their records”Asking you to “update their records”

May be due to potential fraud, other reasonsMay be due to potential fraud, other reasons

Provides a hyperlink to a web page where Provides a hyperlink to a web page where 
you enter your personal informationyou enter your personal information
The link takes you to a thief’s website that The link takes you to a thief’s website that 
is disguised to look like the company’s.is disguised to look like the company’s.



““PhishingPhishing” Email” Email



““PhishingPhishing” Email” Email

From: SunTrust bank 
<supprefnum3@suntrust.

com



““PhishingPhishing” Email” Email



Pharming ScamPharming Scam

More sophisticated than phishingMore sophisticated than phishing
Thief creates website that looks like a Thief creates website that looks like a 
legitimate business’s websitelegitimate business’s website
Thief then hacks either the legitimate Thief then hacks either the legitimate 
website or the DNS server to redirect the website or the DNS server to redirect the 
business’s customers to his sitebusiness’s customers to his site
Hard for thief to do, but also extremely Hard for thief to do, but also extremely 
hard for consumer to detecthard for consumer to detect



How You Can Protect YourselfHow You Can Protect Yourself

General Prevention TipsGeneral Prevention Tips
Check your credit reports at least once a yearCheck your credit reports at least once a year
Follow up if bills don’t arrive on timeFollow up if bills don’t arrive on time
Purchase a shredderPurchase a shredder
Use a secured mailboxUse a secured mailbox
Do not print your SSN on checksDo not print your SSN on checks
Do not carry your SSN in your wallet/purseDo not carry your SSN in your wallet/purse
Keep items that contain your personal information in Keep items that contain your personal information in 
a safe placea safe place



Other Prevention TipsOther Prevention Tips
Carry only the credit/debit cards you need when Carry only the credit/debit cards you need when 
shoppingshopping
Remove your name from the marketing lists of the three Remove your name from the marketing lists of the three 
credit reporting bureauscredit reporting bureaus
Sign up for the DoSign up for the Do--NotNot--Call registryCall registry
Opt out of sharing your financial information when given Opt out of sharing your financial information when given 
the opportunitythe opportunity
When ordering new checks, pick them up at the bankWhen ordering new checks, pick them up at the bank
Never toss credit card receipts in a public trash containerNever toss credit card receipts in a public trash container
When creating passwords and When creating passwords and PINsPINs, use a combination , use a combination 
of letters and numbers of letters and numbers –– memorize them!memorize them!
Shield your hand when using a bank ATM or making Shield your hand when using a bank ATM or making 
longlong--distance phone calls with your phone carddistance phone calls with your phone card



Prevention for Computer UsersPrevention for Computer Users
PasswordPassword--protect your computer, and files that protect your computer, and files that 
contain sensitive personal data contain sensitive personal data 
Install a firewall to prevent access to your hard Install a firewall to prevent access to your hard 
drive by thievesdrive by thieves
Install and update virus protection softwareInstall and update virus protection software
When shopping onWhen shopping on--line, be sure companies line, be sure companies 
provide transaction security protectionprovide transaction security protection
When disposing of your computer, use a strong When disposing of your computer, use a strong 
“wipe” utility program to remove data, or “wipe” utility program to remove data, or 
physically destroy the hard drivephysically destroy the hard drive



Protection When TravelingProtection When Traveling

Have Post Office stop delivery of mailHave Post Office stop delivery of mail
Carry only the checks and credit cards you will Carry only the checks and credit cards you will 
need. Travelers checks are a good ideaneed. Travelers checks are a good idea
Make a list of items in your wallet/purse and Make a list of items in your wallet/purse and 
store in a safe place where you are staying (do store in a safe place where you are staying (do 
not include account numbers). Include phone not include account numbers). Include phone 
numbers of the companiesnumbers of the companies
Lock up documents at home and in your hotelLock up documents at home and in your hotel
Do not keep your PIN with your ATM cardDo not keep your PIN with your ATM card



Handling Information ResponsiblyHandling Information Responsibly

Carefully review your statements monthlyCarefully review your statements monthly
Shred all documents with sensitive infoShred all documents with sensitive info
Find out how your bank safeguards your data Find out how your bank safeguards your data 
and insist that paper and magnetic files be and insist that paper and magnetic files be 
destroyed. Do the same for companies that destroyed. Do the same for companies that 
issue loan or credit applicationsissue loan or credit applications
Store cancelled checks and other personal Store cancelled checks and other personal 
information in a safe placeinformation in a safe place



What To Do If You’re a VictimWhat To Do If You’re a Victim

Contact the fraud departments of one of the Contact the fraud departments of one of the 
three major credit bureaus to place a fraud alert three major credit bureaus to place a fraud alert 
on your credit fileon your credit file
Close the accounts that have been affectedClose the accounts that have been affected
File a police reportFile a police report

Send copies to your creditors and others that may Send copies to your creditors and others that may 
require proof of the crimerequire proof of the crime

File your complaint with the FTC and Post OfficeFile your complaint with the FTC and Post Office



Identity Theft ContactsIdentity Theft Contacts
Contact the Identity Theft Resource Center at:Contact the Identity Theft Resource Center at:

858858--693693--7935, or 7935, or 
www.idtheftcenter.orgwww.idtheftcenter.org

Contact Federal Trade Commission at:Contact Federal Trade Commission at:
800800--IDTHEFT, orIDTHEFT, or
www.consumer.gov/idtheftwww.consumer.gov/idtheft

Contact Fraud Units of Credit Reporting Bureaus at:Contact Fraud Units of Credit Reporting Bureaus at:
EQUIFAX: 800EQUIFAX: 800--525525--62856285
EXPERIAN: 888EXPERIAN: 888--397397--37423742
TRANS UNION: 800TRANS UNION: 800--680680--72897289

For fraudulent use of checks, contact:For fraudulent use of checks, contact:
Checkwrite: 800Checkwrite: 800--766766--27482748
Chexsystems: 800Chexsystems: 800--428428--96239623
Equifax Telecredit: 800Equifax Telecredit: 800--437437--51205120
National Processing Co.: 800National Processing Co.: 800--526526--53805380
SCAN: 800SCAN: 800--262262--77717771

http://www.idtheftcenter.org/
http://www.consumer.gov/idtheft


Identity Theft ProceduresIdentity Theft Procedures
1.1. Buy a notebook to serve as a telephone log and file folders to kBuy a notebook to serve as a telephone log and file folders to keep notes on eep notes on 

each contact;each contact;
2.2. File a police report in each jurisdiction where the theft occurrFile a police report in each jurisdiction where the theft occurred;ed;
3.3. Close all accounts. Phone each company’s fraud division. RequestClose all accounts. Phone each company’s fraud division. Request copy of copy of 

relevant fraudrelevant fraud--dispute form. Complete and return immediately;dispute form. Complete and return immediately;
4.4. Request a new driver’s license from the state motor vehicle agenRequest a new driver’s license from the state motor vehicle agency and have cy and have 

a fraud report attached to your driving record;a fraud report attached to your driving record;
5.5. Send certified, return receipt requested letter to each person cSend certified, return receipt requested letter to each person contacted, ontacted, 

summarizing each conversation;summarizing each conversation;
6.6. Notify checkNotify check--verification firms about any fraudulent checks (Int’l. Check verification firms about any fraudulent checks (Int’l. Check 

Service @ 800Service @ 800--526526--5380; Telecheck @ 8005380; Telecheck @ 800--927927--0755; Certegy Check Services 0755; Certegy Check Services 
@ 800@ 800--437437--5120);5120);

7.7. Order credit reports from: Order credit reports from: www.annualcreditreport.comwww.annualcreditreport.com,  or 1,  or 1--877877--322322--8228. 8228. 
To do so in writing, get an Annual Credit Report Request Form frTo do so in writing, get an Annual Credit Report Request Form from om 
ftcftc..govgov/credit, fill it out and mail it to Annual Credit Report Request/credit, fill it out and mail it to Annual Credit Report Request Service, Service, 
P.O. Box 105281, Atlanta, GA 30348P.O. Box 105281, Atlanta, GA 30348--52815281

8.8. Have fraud alerts placed on all accounts and make sure new ones Have fraud alerts placed on all accounts and make sure new ones are not are not 
opened unless you are notified;opened unless you are notified;

9.9. Refuse to pay fraudulent charges. Documenting the above helps;Refuse to pay fraudulent charges. Documenting the above helps;
10.10. Contact the Identity Theft Resource Center @ 858Contact the Identity Theft Resource Center @ 858--693693--7935 or at 7935 or at 

www.idtheftcenter.orgwww.idtheftcenter.org for more tips.for more tips.

http://www.annualcreditreport.com/
http://www.idtheftcenter.org/


DoDo--NotNot--Call RegistryCall Registry

FTC’s Do Not Call Registry launchedFTC’s Do Not Call Registry launched
Register at Register at www.donotcall.govwww.donotcall.gov now, or call 888now, or call 888--382382--
1222 (call from the number you want to register)1222 (call from the number you want to register)
Impacts interstate calls onlyImpacts interstate calls only
Enforcement began Oct. 1, 2003 or 3 months after Enforcement began Oct. 1, 2003 or 3 months after 
you registeryou register
Won’t stop political, charitable and survey callsWon’t stop political, charitable and survey calls
Violators can be fined up to $11,000 per callViolators can be fined up to $11,000 per call

Call 1Call 1--888888--CALLCALL--FCC and file a complaintFCC and file a complaint

http://www.donotcall.gov/


Limiting AccessLimiting Access

FTC’s Do Not Call RegistryFTC’s Do Not Call Registry
Register at:Register at:

www.donotcall.govwww.donotcall.gov, or, or
888888--382382--12221222

File a complaint at:File a complaint at:
888888--CALLCALL--FCCFCC

To Stop Credit Card OffersTo Stop Credit Card Offers
888888--55--OPTOPT--OUTOUT

Write to firms you do business with that you do Write to firms you do business with that you do 
not want info about you sold to othersnot want info about you sold to others

http://www.donotcall.gov/


Limiting AccessLimiting Access

To remove your name from national mailing lists, To remove your name from national mailing lists, 
www.thewww.the--dmadma.org.org, or write to:, or write to:

Mail Preference ServiceMail Preference Service
P.O. Box 643P.O. Box 643
Carmel, NY  10512Carmel, NY  10512

For problems with a mail order company, write to:For problems with a mail order company, write to:
Mail Order Action LineMail Order Action Line
1111 191111 19thth Street, N.W., Suite 1100Street, N.W., Suite 1100
Washington, DC  20036Washington, DC  20036

http://www.the-dma.org/

